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Handle with care

Our personal data deserves better protection

rivacy. It's such a simple
concept, so why does it
have to be so complex
in reality?

| reckon most of us have pretty
simple expectations about how
organisations use information
that could affect our privacy.
They should be upfront about
what information they’re collecting
and how they’ll use it, and they
shouldn’t use it unfairly.

Unfortunately, that’'s not what
the law requires. Under the Privacy
Act, businesses have a lot of latitude
to decide what information they
collect and how they use it. Unless
it is ‘sensitive’ information — such
as information about your health
— they don’t need you to ask for
your agreement. In most cases,
they can decide their own rules
through what they put in their
privacy policy.

| don’t know if you have ever
bothered to read the privacy policy
of a large business, but they're often
encyclopaedic in scale. A few years
ago, we hired an actor to read the
privacy policy for Amazon Kindle.
Coming in at over 73,000 words
at the time, it took our professional
script reader almost nine hours
to get through the whole thing.

CHOICE

CHOICE gives you the power to choose the best goods
and services, and avoid the worst. Wherever possible,
we pay full price for the products we test, so we remain
100% independent. We don’t take advertising or
freebies from industry. We’re not a government body
and our consumer publishing and advocacy is almost
entirely funded by membership. Memberships include
online access and services such as CHOICE Help.
CHOICE product ratings are based on lab tests, expert
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Our objective was to point out
how absurd it is to allow a business
to cover its back in this way — if
a business’s terms and conditions
are so complicated that you couldn’t
expect an average person to digest
them, the business should not be
able to rely upon them.

One way to fix this would be to
have much clearer rules in the Privacy
Act about what can be collected and
how it can be used. If the law was
stronger, privacy policies would play
a much smaller role.

But even if we fixed that problem,
our privacy laws would still be
riddled with loopholes that allow
some businesses to evade them.

Most businesses with turnover
under $3 million per annum, for
example, are exempt from the
Privacy Act, meaning they can
collect whatever they want, with
few consequences if something
goes wrong. Small businesses
such as real estate agents hold
a lot of information that could cause
embarrassment or harm if disclosed.
It's time to think about whether that’s
still appropriate.

With a review of privacy legislation
underway, the government has an
opportunity to design the kinds of
laws we need to protect us in a world

[choice.com.au/signup|

assessments and consumer surveys. CHOICE staff ,
also research a wide range of consumer services. \_/
They reveal the truth behind the facts and figures,
and investigate the quality and the claims.
BECOME A MEMBER To review the full range

of membership options and benefits go to

MEMBERSHIPS/RENEWALS Call 1800 069 552

where large amounts of information
are being collected about us every
day, often without us even knowing.
Now more than ever, we need
strong, simple laws that capture
all businesses, regardless of size, and
that ensure the amount of personal
information businesses collect is kept
to a minimum and can only be used
in ways that genuinely help us.

Jow

Alan Kirkland, CEO
Email:[alan@choice.com.au|
Twitter: @AlanKirkland
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The latest consumer ACCC inquiry into interest rates
news in brief A ustralian households have more than $1.3 trillion sitting
IN THIS ISSUE: in bank accounts at the moment, and for years the

interest we've been earning on all that money has generally

% & 5 3 e not topped the one percent mark. More recently, as the
R : official cash rate climbed from 01% to 3.35%, the earning
> \\ ower of our collective capital has grown.
: p P g
_,"-‘;"_-- Ty For many home loan customers, however, any increase
’ (,,' g in savings rates has been offset by a rise in mortgage
: o "’“‘ ) rates. And many banks that have increased their home
W D A loan rates have not applied corresponding interest rate
e . increases to their savings accounts, leaving customers
- of these banks falling further behind. Now the Australian
p6 Widespread support fo Competition and Consumer Commission (ACCC) has
BNPL regulation decided to look into this disparity.

SOME SMALL INCREASES, BUT CONDITIONS APPLY
The ACCC has announced it will “investigate how banks
set interest rates for savers, including differences in interest
rate increases between bank deposits and home loans”.

While mortgage rates have gone up, the ACCC says
“the increases in interest rates on deposit products
appear to have typically been smaller and less consistent.
In many cases, banks have only applied increases in the
cash rate to some of their deposit products, often with
conditions attached”.

8 US court case could change WHAT THE ACCC WILL INVESTIGATE
the rules of the internet The information the ACCC inquiry will likely be asking banks
to provide will include:
* interest rates on retail deposit products and any terms
and conditions that apply
* the strategies used by banks to set these rates
* how terms and conditions on interest rates relate
to the rise of the official cash rate
« the level of competition between banks in setting rates
* the degree to which banks use customer deposits
to provide credit.

Encouragingly, the inquiry has an additional objective,
according to ACCC chair Gina Cass-Gottlieb. “We will
also examine the extent to which consumers can benefit
p9 BetDeluxe fined from shopping around and switching, and what other
for gambling spam barriers are stopping consumers from seeking a better
return on their savings,” she says.

COST-OF-LIVING PRESSURES VS BANK PROFITS
“The community expects much better from Australia’s
banks,” says CHOICE head of policy Patrick Veyret. “Many
people, including older Australians, rely on the interest
earnings of their deposit and savings accounts to make
ends meet. As cost-of-living pressures persist, the banks
are unfairly profiting off people.”

A report to the Treasury on the findings of the inquiry

p10 First look: is due on 1 December 2023.
Apple iPad 10th gen ANDY KOLLMORGEN

CHECKOUT
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he penalty for Employsure, a company which
misrepresented themselves as a government agency, ;
has gone up to $3 million after a Federal Court decision. 24/1 l::mployment
The case brought on by the ACCC originally led to Relations & WHS Support
a $1 million fine being imposed, but the full Federal
Court found that penalty was inadequate to deter
future misleading advertisements by Employsure and
similar companies.
The ACCC received more than 100 complaints about the
misleading ads that were posted on Google.
“We were concerned that many small business

N operators were misled by Employsure’s ads into thinking we believed the conduct, the company’s size and lengthy
% they were getting help and advice from a government period during which they ran the misleading ads meant

g agency,” ACCC chair Gina Cass-Gottlieb says. “We a higher penalty was warranted.”

5 appealed the earlier $1 million penalty order because JARNI BLAKKARLY

Lender fined for COVID
credit misconduct

he Federal Court has ordered ClearLoans to pay more than

$6 million in penalties after it found the company had engaged
in financial hardship misconduct and breached consumer credit
protections in the midst of the COVID-19 pandemic.

The fines come after the company admitted it had failed to act
honestly and fairly when dealing with borrowers facing hardship
between 2017 and 2020. The court case was commenced by
ASIC, which noted its action came at a time when many people
were experiencing vulnerability. “ASIC took this matter to court
at the height of the COVID-19 pandemic, when many consumers
were experiencing financial hardship,” says deputy chair Sarah Court.

“This was a credit business that we believed was not fairly
assessing hardship requests as required by law, and in many
cases was making it more difficult for consumers to get back on
track by failing to notify them of direct debit defaults.”

ClearLoans owned up to various forms of misconduct, including
failing to properly respond to and communicate with customers
facing financial hardship and not giving borrowers who had defaulted
on their loan enough time to rectify the situation before commencing
enforcement action against them.

LIAM KENNEDY

Correction

I n the washing machines review in February CHOICE, the Shop Ethical rating for Electrolux was given as D. This
should have been C (Praises, some criticism), on par with AEG, Kmart and Westinghouse. Fisher & Paykel was

incorrectly listed as C when it should have been F (Criticisms). Bosch, which was omitted, has a Shop Ethical rating of
D (Criticism, some praise). For more on Shop Ethical ratings, where we get them and what they mean, see[page 73]
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B 3 Widespread support for

10 2 stronger consumer protections

27 16 . At the end of last year, the Federal Treasury
P 23 o called for submissions into the regulation

8 29 \ of buy now, pay later (BNPL) loans. This February,

3¢ 3 it was revealed that national banks including ANZ

and Westpac, and industry groups including the
Mortgage and Finance Association of Australia
and the Australian Retail Credit Association,
support bringing BNPL providers under the full
regulation of the National Credit Act. This change
would close the lending loopholes that have allowed
buy now, pay later companies to evade important
consumer protections.

The full regulation of the BNPL industry now has
widespread support from a number of banks, industry
groups, consumer advocates, charities, community
groups, legal centres, family violence organisations,
financial counselling practitioners and others. If
you'd like to receive reqular updates and to join the
campaign for stronger consumer protections, visit
|choice.com.au/closelendingloopholes

YELENA NAM

Unfair, but not illegal

I n Australia, many companies are engaging in
unfair business practices which harm consumers
but aren’t currently illegal. This means that, as
cost-of-living pressures rise, there’s little to stop
people being harmed by unfair practices, such as
web ‘dark patterns’, used by online retailers designed
to trick you into spending more, or charging a ‘loyalty
penalty’ where existing customers get a worse deal
than new customers.

Australia is currently lagging behind many other
regions including the UK, US and EU, which already
have laws against these unfair practices. The result
is that Australian consumers are left exposed with
little to deter businesses, whose models are based
on unfair practices, from taking advantage.

That’s why CHOICE is investigating unfair business
practices and campaigning for an unfair trading
prohibition. An unfair trading prohibition would close
this gap in the consumer law for Australians, and
help rebuild trust between Australian consumers
and businesses. We're currently building a strong
evidence base of unfair business practices in
Australia. Please send any examples you come
across to|campaigns@choice.com.au|

ALEX SODERLUND
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Product safety pledge
seems to be working

nline businesses that sign the

ACCC’s product safety pledge
have committed to trying to prevent
unsafe products from being sold on
their platforms. It's voluntary, but
some big operations have signed
up, including Amazon Australia,
|Catch.com.au] eBay Australia and
[MyDeal.com.aulAnd the pledge
seems to be making a difference.

According to the ACCC, more than
15,000 potentially unsafe products
were delisted by online marketplaces
during the previous financial year, and
98% of take-down requests initiated
by the regulator were actioned within
two days. Signatories also used
artificial intelligence, image recognition
and automated scanning to prevent
hundreds of thousands of unsafe
products from being listed for sale
in the first place, the ACCC reports.

“Consumers need to be aware
that banned, recalled, non-compliant
and unsafe products continue to be
available for sale online,” says ACCC
deputy chair Catriona Lowe.

“While platforms quickly removed
unsafe products after we contacted
them, we would like to see fewer
unsafe and non-compliant products
being listed in the first place. If you're
selling goods online, it’s your
responsibility to check the products
are safe and comply with Australian
product safety laws.”

ANDY KOLLMORGEN

dr | \CCC

Australian Product

Safety Pledge

CHECKOUT

ASIC takes aim at RACQ

C orporate regulator ASIC has launched
civil penalty proceedings in the Federal M‘ Q
Court against RACQ, claiming they misled

consumers on pricing discounts on certain insurance products. Between
February 2017 and March 2022, ASIC alleges the product disclosure
statements on some RACQ insurance products included “discounts”
which were not actually available when premiums were added on.

ASIC deputy chair Sarah Court says, “The failure by insurers to deliver
on pricing promises is a key priority for ASIC and we will continue to take
enforcement action to hold insurers to account in this regard.”

Court also notes that it is an industry-wide issue.

“RACQ is not the only insurer to have reported pricing failures to us,”
she says. “ASIC has previously taken action against Insurance Australia
Limited, and we consider there needs to be a general improvement in
insurers’ risk and compliance management arrangements to ensure
robust systems and controls are in place, enabling insurers to deliver
on their pricing promises.”

JARNI BLAKKARLY
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Big tech served by
eSafety Commissioner

C hild exploitation material isn’t
just hidden on the dark web, but
unfortunately gets shared on everyday
digital platforms too. Australia’s eSafety
Commissioner Julie Inman Grant has
served Google, Twitter, TikTok, Discord
and Twitch with legal notices, ordering
them to explain what they’re doing to
combat the sharing of this material on
their platforms.

The eSafety Commissioner also
set a deadline for responses. If they
fail to comply, the tech giants face

i )

Compelling safety disclosures from the
world's biggest tech firms

up to $700,000 in fines. Grant hit Apple, Grant will also be asking these companies about the

Microsoft, Meta (Facebook/WhatsApp), role their algorithms play in amplifying this dangerous

Snap and Omeqgle with similar notices in 2022. content. With decreasing human involvement in curating,
Time will tell whether these threats motivate these moderating, and monitoring social media content, big tech’s

companies to take action. The Commissioner chastised algorithms need to be scrutinised with consumer standards

Microsoft and Apple for not doing enough since receiving on safety online.

their warnings. RAFIALAM

US Supreme Court case could
rewrite the rules of the internet

he United States Supreme Court is hearing
two cases that could have a global impact
on the accountability of digital platforms and the
rules of the internet. The issue at stake is whether
digital platforms should be liable for the content
they publish. The longstanding legislation
Section 230 has prevented big tech companies
such as Google and Facebook from being held
responsible for harmful content shared on
their platforms, making them hosts rather
than publishers.

In the case of Google v Gonzalez, the court
will determine if the rule applies to content
‘recommended’ by Google, via recommender
algorithms, as distinct from content published

directly by users of the platform and hosted
by the platform. The family of Nohemi Gonzalez
who was killed in a terrorist attack coordinated by
the Islamic State (IS) is hoping to overturn a ruling
that Google was not liable for recommending IS
recruitment videos. If successful, the ruling is likely to
have a significant global impact and lead to further legal
action, as most digital platforms are based in the US and
recommender algorithms power social media platforms.
KATE BOWER
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Gambling spammers
pay the price

ver notice that when you unsubscribe
from marketing emails you
sometimes keep getting them? It’'s in
breach of spam and telemarketing laws,
but it happens nonetheless. It’s even
worse when the spam keeps coming
from online gambling businesses,
and you can't opt out. But there can
be consequences.

In late February, the Australian
Communications and Media Authority
(ACMA) found that BetDeluxe sent more
than 104,000 SMS messages without
an unsubscribe function and more than
820,000 SMS messages that didn’'t
include the sender’s contact details.
BetDeluxe ended up paying a $50,172
infringement notice.

“We received complaints from
a significant number of people, with
many expressing their frustration about
receiving promaotions for gambling,” says
ACMA Chair Nerida O’Loughlin.

“Any spam can be annoying, but when
gambling is involved, the risk of financial
and emotional harm can be pronounced,
so it’s important that wagering operators
take compliance very seriously.”

In February 2022, Sportsbet paid
$3.7 million in penalties and customer
refunds following an ACMA spam
enforcement investigation.

ANDY KOLLMORGEN

CHECKOUT

WA tells consumers to get
up to date on pet protections

estern Australia’s consumer protection agency is urging pet

buyers to get familiar with their consumer rights following a spike
in complaints about animal purchases. WA's Commerce Minister Sue
Ellery launched an awareness campaign to highlight the protections
available to pet owners, saying it’s “important for Western Australians
to know that they have rights when they buy a new pet, like they would
with any other purchase”.

Under the Australian Consumer Law, pets must match the description
as advertised, be of acceptable quality, be free of significant health
issues and live a healthy lifespan that is expected of the breed.

Traders must also meet additional promises to purchasers based on
animal pedigree, condition, performance or characteristics. But Ellery
warns the existing protections only apply when consumers buy from
established sellers.

“To make sure your new pet comes with consumer guarantees,
be sure to purchase from reputable local breeders or pet stores,
as consumer guarantees do not apply to ad-hoc, one-off purchases
from a private seller,” she says.

LIAM KENNEDY
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Apple iPad 10th-generation

he iPad 10 sits in Apple’s tablet lineup just above
the lower-cost iPad ninth generation, which
Apple has kept as a budget option. The iPad
10 is faster, has a bigger screen, USB-C
connectivity and a new keyboard option,
but is stuck with the original first-
generation Apple Pencil that now

The
front-facing
FaceTime camera

attach magnetically. The protective back includes
a fold-out support stand, while the front includes
the keyboard, with a new 14-key function row
and trackpad, but no backlighting. We
found the new keyboard a pleasure to
use, but the lack of backlighting can
be annoying in low-light situations.

needs an adapter. has moved Both front and back cameras are
The iPad 10 looks like the more now 12 megapixel (MP). The front is
expensive iPad Air, with a 10.9-inch from the short Ultra Wide and the rear camera is
edge to the long

Liquid Retina screen, slim screen borders
and a power button with built-in Touch ID
fingerprint reader located on the top edge.

The connection port has been changed to
USB-C, making it compatible with other USB-C
devices, such as external storage and screens.
However, like the iPad 9, the iPad 10 uses the first-
generation Apple Pencil which has a Lightning
connector. So you'll need the new USB-C to Apple
Pencil Adapter. This is included in the box if you buy
a new 1st-gen Apple Pencil ($159), or available
separately for $15.

The front-facing Facelime camera has moved
from the short edge to the long edge — a first for any
iPad — making it much better for video conferencing
when in landscape mode. The dual microphones and
stereo speakers are also more useful in landscape
orientation.

The new design Magic Keyboard Folio ($399) is
specific to the iPad 10 and comes in two parts that

10 /// APRIL 2023 CHOICE

edge

Wide and handles 4K video and 240fps
slow motion video. This is a noticeable
jump up from the iPad 9's 8MP rear camera

and 1080p video.

Apple’s A14 Bionic chip is a generation up from the
iPad 9’s A13 Bionic. We found the speed boost
noticeable and it didn’t reduce battery life.

The iPad 10 also gets Wi-Fi 6 (802.11ax), which
we found much faster in our tests than the iPad 9’s
Wi-Fi 5. Plus, there’s now 5G (sub-6GHz) capability
for cellular models.

Check your budget and crunch some numbers
before buying. The iPad 10 (in blue, pink, silver or
yellow) starts at $749 for the 64GB Wi-Fi-only model
or $999 for 256GB storage. With cellular added it’s
$999 for 64GB, or $1249 for 256GB.

For comparison, the iPad 9 had a price rise in
2022 and now starts at $549 for 64GB Wi-Fi
only and $799 for 256GB.

STEVE DUNCOMBE FIRST

Look
APPLE IPAD
10TH-GENERATION
PRICE $749
CONTACT apple.com/au/ipad

£222%

s
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http://apple.com/au/ipad
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he Melbourne-based Consumer Action Law

Centre (Consumer Action) has used a
consumer round table in Canberra to call on banks
to step up and do more to prevent payments to
scammers and reimburse scam victims.

“I am delighted Minister [Stephen] Jones is
taking this scams crisis seriously and call on him
to use the government’s powers to incentivise
Australia’s banks to do more, act now, and
safeguard customers’ money and reimburse
victims when a scam is happening,” says
Consumer Action CEO Stephanie Tonkin.

According to the ACCC, Australians lost a
staggering $4 billion to scammers last year,
translating to $11 million every day. ASIC research
also reveals that only around 13% of scam victims
report the scam.

“Australia is now a soft target for scammers,
that’s why everyone we know is being targeted
by increasingly sophisticated scams — but we
know some of these could be stopped by the
introduction of more robust systems,” says Tonkin.

JARNI BLAKKARLY

YourSuper comparison tool helping people retire with more

I n 2021, the government introduced the YourSuper There was some room for improvement, however.
comparison tool, which lets you compare some Some testers thought the tool was hard to find on
super products on fees and long-term performance, MyGov and on the ATO website. Also, participants
making it easier than ever to compare super products.  unfamiliar with super found it a bit challenging
The government has recently begun reviewing to use and indicated that the tool should present
the tool. To understand how people use it, Super information in a way that’s easier to understand.
Consumers Australia commissioned market research Super Consumers Australia director Xavier
with 24 Australians to see what they thought of the O’Halloran says the government should do more to
tool and whether it could be improved. help people find and use the tool. “Our research
Only a couple of the participants had heard shows that when people use it, they find it helpful.
of the tool before, but most thought it was useful. The government should ensure it's promoted properly
One participant described the tool as “fantastic” and is easy to use. Some simple tweaks would allow
and said “| wish we had this ... thirty years ago”. more people to find out if their fund is doing a good
Participants also had a high level of trust in the tool job building their retirement income.”
because of its independence. DANIEL HERBORN
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Low-fee debit cards to use overseas

hat could be easier than using your bank card when
travelling overseas? Many everyday debit cards

are now on the Visa or Mastercard network, which means
they’re accepted at multiple retailers and ATMs in most
countries. They're also a good option for international
online purchases.

If you have a low-fee debit card that doesn’t charge
a currency conversion fee, the exchange rate you get is
set by Visa or Mastercard and is usually better than the
high exchange rate margins set by travel money cards.

Low-fee debit cards are also a good option for ATM
withdrawals in comparison with low-fee credit cards,
as they don’t charge a cash advance fee. Also, there’s
no interest rate charge as you are using your own money.

We found several low-fee debit cards that don't charge
a foreign exchange fee or fees for purchases or ATM
withdrawals, and also don’t charge a monthly account fee.
These are:
® Bankwest Easy (Platinum)
e Citibank Plus
* Macquarie (Platinum)
e Suncorp Carbon Insights
® Suncorp Everyday Options
* Ubank Spend (with Ubank save account)
* Up Everyday.

The major banks have some accounts with debit cards
that don't charge account-keeping fees or waive them
if you make a monthly deposit of a few thousand dollars
(such as your salary). But they’re not a good option for
using overseas or for international purchases as they
charge overseas ATM fees and foreign exchange fees.
UTA MIHM
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Telstra called out for not
supporting priority customers

T elstra has promised to do more to help
vulnerable customers receive extra services,

in a court-enforceable undertaking to the
communications watchdog following an investigation.

The ACMA found Telstra had failed on hundreds of
occasions to follow up and provide more information
to customers who had enquired about receiving
priority assistance, and that they hadn’t provided
enough support to customers already receiving
this assistance.

As a condition of its carrier licence, Telstra has
to provide priority service to customers who have
a life-threatening medical condition, ensuring they
have access to a working phone and that any faults
are quickly fixed. But ACMA chair Nerida O’Loughlin
says her organisation’s investigation found clients
eligible for this help weren’t getting it.

“Some of these customers were having problems
with their Telstra fixed-line service at the same time
as dealing with significant medical issues,” O’Loughlin
says. “These are some of Telstra’s most vulnerable
customers and the telco must have adequate systems
in place to make sure these obligations are met.”

The ACMA has accepted the telco’s undertaking
to fix how it provides priority assistance, but may
pursue action in the Federal Court if Telstra doesn’t
follow through on this promise.

LIAM KENNEDY
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Getting the privacy protections Australia deserves

D oes everything feel a lot less
private lately?

Maybe you're an Optus or Medibank
customer whose data fell into the
hands of a cybercrook. Or maybe your
phone number seems to be on every
scammer list in the country. Or
you've noticed how that shop
you visited just once now
seems to haunt every
Facebook ad you get.

And you wouldn't
be wrong. With the
digital world getting
bigger, our personal
data is being stored,
analysed, and used
by more and more
companies every day.

It isn’t just the usual tech culprits
anymore, either. Whether it’s applying
for a rental online, or using a loyalty
card at a Coles or Woolies, data is no
longer just big business for big tech —
it’s a part of our offline lives too.

But that’s just the tip of the iceberg.
Under the surface, obscure data
brokers buy and sell your data
every day. Worryingly, some of these
data brokers can build a profile of
you based on different data sources
— to the point of re-identifying you.

Unsurprisingly,
our laws and
regulations
around data are
outdated

These profiles are a hot commodity
for businesses that want to hound you
with marketing, emails, and content.

Unsurprisingly, Australia’s laws
and regulations around data are
outdated, mostly from a time when
we were more worried about who
was snooping through
our windows than our
Windows. But change
is on its way. The

Attorney-General’s

Department has
finally finished its
long-awaited review
into the Privacy Act,
delivering a mammoth
116 recommendations
to reform our privacy laws.
We've combed through the report’s
320 pages and found a lot of good
in there: changes to definitions that
protect a lot more of your information,
removing exemptions for small
businesses, a tiered penalty system,
and letting everyday people pursue
action against businesses that invade
their privacy.

There are also a few ambiguities
and gaps, though. The review
proposes a fair and reasonable test
for the kinds of data businesses can

collect. It’s great to put the onus on
preventing harm back on businesses,
but what “fair and reasonable” means
is left vague. There also isn’'t as many
directives on the use of automated
decision-making as we'd like to
see, even though we know the
harm algorithmic discrimination,
personalised prices, and tracking
and targeting have on consumers.
We're also interested to see how
they’ll make sure the regulator — the
Office of the Australian Information
Commissioner — can do its job.
OAIC gets a lot of new enforcement
and rule-making powers, but is still
severely underfunded. Hopefully the
upcoming May Budget has some
extra dollars to give the privacy
regulator some teeth for its bite.
Australia is lagging behind the
international community, and getting
up to speed with best practice privacy
regulations will give consumers and
businesses the support we need in
a data-driven economy. By the time
you read this, we'll have sent our
thoughts on the report to the
Department, and hope you'll join
us in pushing our politicians to get the
privacy protections Australia deserves.
RAFIALAM




ASK THE EXPERTS

Got a niggling question our team can help with?

My partner and | were booking holiday

flights at the same time. | was using the
Qantas App on my phone paying with a credit
card, and she was using the Qantas website to
log into her account, booking her flights through
the ‘Manage my account’ link and paying with the
flight credits ($1200) she had from a cancelled
flight. The total for my flights was $860 and hers
was $1332. This figure included a $99 fee for flight
change from her original cancelled booking, so the
actual flight cost was $1233. Seeing this enormous
discrepancy | checked on the Qantas website and
found the price that | paid was available, i.e. $860.
This is clearly unethical, but is it legal?

CHOICE travel expert

Jodi Bird: We've had several
reports of this type of pricing
behaviour from Qantas.
Businesses are able to set their
own prices, provided they do not
mislead or deceive consumers -
(among other rules, including not I
engaging in price fixing or anti-competitive conduct;
or discriminating based on sexuality, age, race etc.).
So while it might not be illegal, it is unfair. More
needs to be done to stamp out unfair practices from
businesses, and that’s something CHOICE will be
working on over the coming year. Meanwhile, the
Australian Competition and Consumer Commission
(ACCC) has monitored airline pricing, so it may be
worth lodging a complaint with them, as well as your
state or territory fair trading body.

ASK US

Email your question to
asktheexperts@choice.com.au
or write to Ask the Experts,
CHOICE, 57 Carrington Rd,
Marrickville, NSW 2204.

You can also tap into the ‘brains
trust’ at www.choice.community.

In a previous issue you recommended the LG OLED42C2PSA
42-inch TV. I'd like a larger TV though, and was wondering if the
48-inch in the same model would be the same quality?
CHOICE TV expert Denis Gallagher: It’s
impossible for us to test all sizes in all series, but
we try to cover a range of display sizes to give members
the best idea of what to expect. Past test experience
has shown that a 65-inch TV in the same series will
deliver very similar performance to a 55-inch TV and l&
sometimes a 75-inch TV, if it was produced in the same L I
country. As such, | would feel confident in saying that =
the 48-inch model of the same series OLED will deliver very similar

performance to the 42-inch model we tested.
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When you tested pyrolytic

ovens, did you calculate the
cost per clean, or the total energy
use per clean? I'd like to compare
it to the cost and unpleasantness
of using chemical cleaners, to
help me decide if | want to buy
a pyrolytic oven.

CHOICE oven expert Fiona

Mair: It's not a cost we've
measured in the past, but we did
a test run on the one pyrolytic oven
we have available at the moment.
Energy use during a pyrolytic cleaning
cycle running it on the high setting for
two hours is approximately $1to $2,
depending on the degree of cleaning
required. And it’s not something that
you do very often, say two or three
times a year, depending on how
often one cooks fatty foods, so it’s not
a large cost. Overall, its running costs
for cleaning are cheaper than buying
a chemical cleaner at the supermarket
or hiring a professional oven cleaner.

AN

ASK THE EXPERTS

The company that’s organising the installation of our new
residential solar energy system has asked me to have 10 to 12
roof tiles available should the installer happen to break any tiles while
installing the new solar system. Our house’s roof tiles are inspected
once or twice each year: | am advised if any tiles are cracked and need
replacing. All roof tiles should, therefore, be sound. Shouldn’t the
replacement of broken tiles be the responsibility of the installers?
CHOICE solar expert Chris Barnes: It’s our
understanding that the solar installer is responsible
for fixing any broken tiles that occur as a result of the
solar installation. It’s not uncommon for a few tiles to
get broken with the installers walking on the roof, drilling
@ holes and so on, and it’s common practice for them to ask
' I to have a few spare tiles on hand for that reason, so they
can immediately replace any they break. If you don’t have
any spare tiles, or don’t have enough, the installer may ask you to source
some, or may be able to locate some themselves. They might not be able to
find exact matches, in which case it should be possible to swap tiles around
and make sure that any non-matching tiles go underneath the panels where
they’ll be out of sight. It’s good that you’ve had your roof inspected, and
therefore should have a written report showing the current condition of the
tiles. That will certainly help in the event of any arguments about broken tiles.
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YOUR SAY

If you've had a bad experience, been ripped off or scammed, tell us and help
other CHOICE members avoid the same traps. If you've had a great response
to a complaint you’ve taken to a manufacturer or retailer, our members want to
know about that too! Letters may be edited for length and clarity.

Costly switch

hile there is a general move to smart
meters (‘Power Up’, CHOICE Mar 23),

CONTACT US!

Email us at
voursav@choice.com.au

or write to Your Say,
CHOICE, 57 Carrington Road,
Marrickville, NSW 2204.

in NSW at least, the changeover may not be

as straightforward as expected. My supplier
Endeavour Energy/Origin advised they wished

to change my meter, but left a note: “Customer
will need to initiate Level 2 electrician as fuses
are in metal enclosure.” My house was built in
1960 in accordance with the rules then, which
had the service fuse in a cast-iron enclosure.
There was no problem with the fuse’s temporary
removal when the original meters marked
“Sydney County Council” were replaced in early
1970s by otherwise identical meters marked
“Prospect County Council”, or more recently
when the failed off-peak controller was replaced,
but my enquiries to a Level 2 electrician indicated
that the cost to replace the fuse enclosure would
now be upwards of $300 (more than my quarterly
bill) and at my expense.

There would be plenty of houses built around or
before the 1960s with service fuses in metal enclosures,
and it seems sad that the skill required to qualify for
Level 2 — a full-time, eight-week course - is necessary
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for their removal. People wishing to change to a smart
meter should look at their switchboard before making
any arrangements that could be costly.

Roger Anderson, Dundas, NSW

In mid 2018, | had a top-of-

the-range Zip tap, with hot,
cold and sparkling water options,
installed by a Zip technician. Less
than five years later it stopped
working and required full replacement.
Zip offered to do this at 50% of the
current price, which would have
worked out to $3750.

The tap looked great and | loved

it while it worked, but one would
expect such a high-end item to last
at least eight years. You can see why
they make the warranty only three
years. Caveat emptor.

Kevin Tanner, Potts Point, NSW
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Bank of Queensland (BOQ)

offers several savings
account products only available
through their MyBOQ app.

The BOQ website and advertising
claim it to be a world-class mobile
banking service. However, | have
experienced only frustration,
uncertainty and an unreliable
network, and have even been
unable to access my own savings
for up to seven days. The app
constantly comes up with error
codes, network outages and
technical issues that require
contacting their call centre, only
to be told by customer service
that they cannot resolve any issues
because they do not belong to that
department. | have used several
mobile banking apps and this one
is the worst.

Vincent Lien, Kelmscott, WA

@ Your article “Tricky business’
(CHOICE Feb 23) was
an excellent summary of the
psychological marketing tactics
used by grocery stores. Another
way to save at the supermarket is
to never grocery-shop when you
are hungry and things you might
not need look more enticing.

Blake Stanwick, Berwick, Vic

YOUR SAY

CHOICE SOCIAL MEDIA Join the conversation

online. We’re on Facebook, Twitter, Instagram and our own forum, CHOICE
Community. This month: second-hand appliances, dishwasher tips and more.

Community
choice.community

What are your
experiences with
second-hand appliances?

@phb: We have bought a number of
second-hand small appliances over
the years. Our most recent purchase
has been a bread machine.

Why do we buy second-hand? Well
for one, they are cheaper and secondly,
to reduce e-waste. It is amazing (or
disappointing) how many perfectly
good appliances are thrown out
because they are no longer wanted.
@audlin: Purchased a refrigerator,

a standalone freezer and a washing
machine second hand. The condition
was as good as new. Each appliance
was under three years old.
@syncretic: | haven't bought one

for quite a while so | can’t be specific
but factory seconds can be very good
value. Things like fridges that have
cosmetic damage, like a ding in the
door, can be bought at a considerable
discount. | recall that these often came
with new manufacturer’s warranty.

Facebook
@choiceaustralia

What are your

dishwasher tips?

Lorraine R: My dog does the
prewash. | use a tablet and just
chuck it in anywhere.

Samantha M: Throw the tablet in
the cutlery basket. Works better
every time!

Alison V: From our experience, hard
water does not do a good job in a
dishwasher. Results were fantastic
after we installed a whole-house
water softener — and no need for rinse
aid. Also, many people are unaware
that most modern rangehoods have
smaller filters which benefit from

a wash at monthly intervals.

Twitter
@choiceaustralia

Which items do you

keep in the fridge —

eggs, sauce, berries, apples?
@jboyded: All. When you live in the
mugaqy tropics they go off too quickly.
@Julialrwinator: Eqgs and berries
because they last longer, sauce
because it says on the bottle:
Refrigerate after opening.
@Vintuitive: Eqgs in the fridge.
Makes them last longer.

Instagram
@choiceaustralia

What bathroom

renovation traps would

you like to avoid?
@throughthelenz20: Doing a
cosmetic renovation is a waste
of money. Do it properly and it
will last decades.

@felixting6: \What started as

a washer replacement turned
into a hissy fit with a hammer
and | completely rebuilt a sink
unit, bespoke drawers and tiled
the back wall. No experience,
no knowledge. Ended up great!!
It was easy. Go for it!
@traveljewellery: Avoid dodgy
tradespeople. &


http://choice.community
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THE PRIVACY
ISSUE

THE

DARK SIDE
OF THE WEB

Personal information stolen in data breaches often
ends up on the dark web, but what does that mean?
Andy Kollmorgen speaks to cyber experts to find out

hen Medibank began
informing customers
that their personal data
had been released on
the dark web following a major hack of
the health fund late last year, few would
have known quite what to do with

the information.

What, after all, is the dark web? And
what’s going to happen to your data
if it ends up there?

The cybercriminals made off with
the names, dates of birth, addresses,
phone numbers and email addresses
of around 5.1 million current and former
Medibank customers, along with the
health claims data (potentially revealing
diagnoses and procedures) of about
160,000 customers.

How much of this has been posted
on the dark web remains unclear.

Paul Haskell-Dowland, a professor
of cyber security practice and
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associate dean for computing and
security at Edith Cowan University,
tells CHOICE there is no firm definition
of the term dark web, but generally

it means websites that are hidden
away and cant be googled.

“The internet is this massive network
of computers all over the globe,
serving up all kinds of content,”
Haskell-Dowland says.

“And only a very small proportion of
it really fits into that definition of what
we think of as the internet, the public
web, the stuff that we browse.”

“When people generally talk about
the dark web, they are referring to
that dangerous, illicit place where
drugs are sold, and data is traded,
and criminals chat with each other,”
Haskell-Dowland says.

“But things on the dark web
can be quite innocent. They can just
be websites that aren’t indexed; that

' ’
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NEED TO KNOW

O The first order of business
for cybercriminals is often

to extort ransom payments
from the companies that they
have hacked.

O Buying and selling stolen
data on the dark web is often
a secondary objective, but

it can have far-reaching
consequences.

O CHOICE talks to two
cybersecurity experts

about what goes onin

the netherworld known

as the dark web.

have not been made easily accessible.”
Haskell-Dowland likens websites on
the dark web to telephone numbers
that are not listed in the directory.

If you know the number, you can
access the website.
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“A lot of the dark web is just like
that. It's perfectly easy to access
these sites in a web browser, it’s just
that you've got no idea how to find
them,” Haskell-Dowland says.

Terminology referring to the dark
web can vary. Unindexed content
is also known as the ‘deep web),
and the dark web can be defined
as sites that exist on ‘dark nets’ that
can only be accessed using special
networks and browsers. One of
these is known as the Tor browser,
which uses layers of encryption,
or ‘onion routing’, to hide the source
and destination of information
accessed on the web. Tor is also
used for legitimate purposes.

Criminal ‘chat channels’

So where is the data stolen in last
year’s Medibank breach being held?
Medibank and the Australian Federal
Police (which is investigating the
incident) are keeping this confidential
lest they tip off the hackers.

But Haskell-Dowland suspects
that when Medibank says the dark
web, it means the “chat channels”
cybercriminals access through special
browsers on hidden networks.

“They will list the data on these
sites so they can make it clear to their
victims that they have the data and
the means of dissemination.”

Resorting to plan B

In the Medibank case, the
cybercriminals were hoping for
a reported $15 million ransom
payment in exchange for agreeing
to not release the data on the dark
web, probably the easiest way for
the criminals to monetise the hack.
But, in line with a growing trend
among corporate hack targets,
Medibank refused to pay, not least
because trusting criminals to hold
up their end of the bargain and
delete the data is a dicey prospect.
That leaves the cybercriminals
with the probably less lucrative

DATA SECURITY

option of selling the data to other
criminals, and probably taking
payment in bitcoin or another
cryptocurrency.

In November 2022, Home Affairs
Minister Clare O’Neil told media
outlets that the government was
considering a ban on ransom
payments to cybercriminals.

UNSW Canberra cyber security
expert Nigel Phair says the dark
web is a messy place full of “streams
of information” without the user-
friendly design elements of the
visible web. You need to be a pretty
good cybercriminal to know what to
do with the stolen data.

“The criminals didn’t get the money
they wanted, so the next best way
of monetising the customer data
would be to sell it to other criminals
— probably for a dollar or less per
credential — or use it themselves.
And there’s such a large volume of
data. It depends where you are in
the value chain and what you want. »
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For some criminals,
having lots of
credentials is great
because they can
use it for identity
theft and those
sorts of things.”
But, for
cybercriminals in
general, the first priority
is to extort money from
their victims as quickly
as possible, Phair says.
“They don't really care for the data
— they care for the money. They want
to getin, get the money, and get out”

Identity theft and scams

One of the primary concerns around
hacked data is identity theft — criminals
using stolen data to take out credit
cards and loans in other people’s
names, for instance.

But criminal organisations also
use the data to set up convincing
scams. Having a person’s real name,
address, birth date and other data
can go a long way toward pulling
off an email or phone scam and
gaining access to a victim’s bank
account or other assets.

“If you're running a call centre
scam operation, the data is valuable
because it's got information you can
use to verify that you're purportedly
someone legitimate,” Phair says.

And if you're a big criminal
organisation that collects and
keeps stolen data, you can bring
a level of sophistication to your
scams that significantly increases
their effectiveness.

Financial data is relatively short-lived,
since people can cancel credit cards
and open up new bank accounts.

But real names, birth dates, email
addresses and other more permanent
data can have a long shelf life, which is
why victims of data hacks (along with
everyone else) should always be on
guard. There’s no telling what it might
be used for in the years to come.
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Criminal
organisations also
use the data to set

up convincing
scams

“These criminal

gangs that engage in

illicit cyber activities
are every bit as
organised and every
bit as capable as
big businesses

and big industry,”

“They employ people
and have divisions within

their organisations. Many of
them will have their own websites,
and in some cases they’ll have their
own PR teams.”

Better consumer protections

“Consumers are the real victims

of corporate cybercrime,” says
CHOICE consumer data advocate
Kate Bower. “They are the ones
who live with the consequences
of scams, identity theft or the

daily worry of not knowing who
has your data and what they might
do with it”

CHOICE welcomes the increase
in penalties for serious and repeated
breaches of the Privacy Act that
were introduced in late 2022 by the
federal government.

But Bower believes more should
be done to protect consumers and
their data and to hold businesses
accountable when cybersecurity
incidents occur.

“The Privacy Act review is the
perfect opportunity to reassess
the threshold for breaches of the
Act,” Bower says.

“Currently, only ‘serious or
repeated breaches’ of the Act
incur a penalty, meaning that very
few businesses are ever held to
account for unlawful behaviour
that harms consumers. CHOICE
is campaigning for a stronger
regulator with more powers, as
well as changes to the wording
of the Act that would mean any
breach of the Act could attract
a penalty or enforcement action.”

Haskell-Dowland says.

How you might find out your
data has been used

Here are some of the ways people
have discovered that criminals were
using their stolen data, according to
the Australian Institute of Criminology:
» Unauthorised activity on a bank
account, credit card or credit report.

* Receiving credit cards in the mail that
they hadn't applied for.

* Calls from debt collectors about
unpaid bills that they didn’t recognise.

» An unsuccessful credit application
when their credit history is good.

 Receiving goods in the mail that
they hadn’t ordered.

* Losing mobile phone service
because it was transferred to
an unknown device.

* Getting a medical bill for a service
they didn't receive.

* Having a health claim rejected
because they had unexpectedly
reached their benefit limit.

* Being unable to file taxes because
areturn had already been filed
in their name. |

If your data is hacked:

» Don’t respond to emails, texts
or phone calls that appear
to be from an organisation
that you do business with,
even if they include personal
details that make them look
legitimate. Instead, contact the
organisation yourself to see if
the communications are valid.

* Don’t pay up in the event of
an extortion attempt, where
criminals threaten to publish
personal details or photos
of you unless you hand over
your money.

e If you think you've responded
to a scam communication,
fill out a get help form from
the government-funded
service ID Care
or 1800 595 160).



http://idcare.org
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Data defence

Scammers can use your information to steal from you
or your loved ones. Alex Angove-Plumb explains what
to do if you've been caught in a data breach

fter the Optus data breach
in September last year that
affected up to 9.8 million
people (almost 40% of the
Australian population), consumers
are more aware than ever that their
private information isn’t always safe
in the hands of the companies they
share it with.

Data breaches can be unsettling
and inconvenient at best and
a serious security threat to you
(and sometimes those around you)
at worst.

If you find out you've been part of
a breach, act quickly. Depending on
the nature of the breach, you'll need
to follow certain steps.

If the stolen data only includes
simple information such as your
username and password for an

unimportant account, that’s possibly
a quick fix. For some other contact
information such as your phone
number, you'll also need to be wary
of scams.

But if the breach includes financial
or medical information, official
documents or ID, account login
details you use for multiple services,
or a large amount of personal
information, you might need to clear
your schedule for the next hour
or more and stay vigilant for the
foreseeable future.

Make new passwords

and PINs

Change the password for the affected
account immediately. If you use that
password (or a similar one) for any
other accounts, they also need to be

DATA BREACHES

NEED TO KNOW

O If you've been caught

in a data breach, stay calm
but act quickly.

O Some breaches are
minor and low-risk, but
others can be extremely
serious and high-risk.

O You can’t eliminate risk

entirely, but there are steps
you can take to increase
your online security.

changed right away and you should
add those accounts to your list
of potentially compromised data.
Some priority password changes
include financial accounts, email,
insurance and health and government
services, but use your own judgement
to think of others you might have.
Social media accounts are also
a juicy target for hackers because
they give access to a lot of personal
information, as well as allowing direct
communication with your friends.
If a password change triggers
a prompt to sign out of that account
on all your other devices, say yes.k
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Dos and don’ts for passwords and PINs

® Never use the same (or similar)
password or PIN for more than
one service. Thisis a huge
security risk.
Don’t use a single dictionary
word (e.g. ‘Fridget’) as a
password. Two unrelated words
(‘FridgeDogT’) are easier to
remember and much harder
to crack. Even better, use
a passphrase (‘iloveFridgeDog?’)
or turn a long but memorable
phrase, such as a song lyric, into
an acronym.
Keep it impersonal. Avoid easy-
to-guess details such as family
or pet names. This also goes for
using dates, postcodes, and
parts of your driver’s licence
or phone number as your PIN.
Make it unusual. A quick web
search will tell you if your new
password or elements of it are

It might be necessary to get in touch
with organisations or institutions
to manage accounts, documentation
and other detalils.

If this is the case for you, use
the official contact details on their
website to avoid getting caught
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featured on any ‘most commonly
used passwords’ lists that do the
rounds a few times a year.

If you write your login details
down somewhere, make sure

it’s a safe place and out of

sight. Don’t keep passwords

or PINs in an unencrypted

file on a connected device.

Even a photo of a written-out
password can be easily found

by modern software. If your
recorded password or PIN is used
to gain access to your accounts,
the organisation in question
might not be accountable.
Password managers help keep
track of your login details and
can create strong, randomised
passwords without the need

for you to remember them.

Most of these services are
subscription-based.

by scammers, who might have
provided a false phone number
or link to a fake website.

Social media accounts are a juicy
target for hackers, giving access
to a lot of personal information as
well as direct communication with
your friends.

Don’t give personal information
to anyone who contacts you over the
phone, messaging services or email.
It's best to (politely) tell the person
on the other end you'd feel more
comfortable going through official
channels. They might be able to
provide you with a reference number
to speed things along.

For free advice and phone
consultations from specialised identity
and cyber security counsellors, you
can contact IDCare or 1800
595 160), which is a nonprofit national
identity and cyber support service for
Australia and New Zealand. IDCare is
aregistered charity and is featured on
the Australian Government’s Australian
Cyber Security Centre website.

Common ways for scammers to
getin touch are emails, phone calls
and direct messages, but be wary
of any unsolicited communications,
no matter who they claim to be

or represent.

Avoid sharing any personal
information unless you're the one
who's initiated contact through
official channels.

Also watch out for phishing
attempts, where the scammer will
attempt to trick you into giving away
personal or financial information
via a fake website or by asking you
to answer security questions, among
other things.

For breaches involving financial
information, change your online
banking and PIN immediately, then
contact your institution to let them
know you've been part of a data
breach. Use official channels rather
than any links or phone numbers
provided with a data breach
notification, which might have been
sent by scammers.

Check your purchase history or
online statements for unusual activity
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such as unauthorised purchases
or loans. Keep doing this for the
near future to monitor account
activity, as scammers may not target
you right away.

You can also request a copy or
a ban on your credit report. If you
do this, it'’s best to do it with all
three main credit reporting bodies
in Australia:
Equifax —|equifax.com.au/personal
or13 8332.
Experian —|experian.com.au/|
[consumer/order-credit-report|or
1300 783 684.
Illion —[creditcheck.illion.com.aul
or 1300 734 806.

For documents such as a licence,
identity card or Medicare card, getin
touch with the respective government
agency. Explain what happened and
they should tell you how to proceed.

For tax-related information, contact
the Australian Taxation Office (ATO)
and they can monitor for suspicious
activity involving your tax file number.

If any health or prescription records
have been leaked, contact your health
service provider.

Your social media account might
have a lot of personal information

that can be used to impersonate you.

Take note of the information you've
added to your account profile

and consider ways the information
could potentially be used, such

as confirming your identity in
instances where you'’ve forgotten
your login details.

Contact any institutions or
organisations you're worried could
be tricked by a scammer who knows
those personal details.

Also check your messaging
services and social media activity
to see if scammers have used your
account to try and lure friends or
followers into a trap.

Being affected by a major data
breach can take a toll on your mental
health. The Office of the Australian
Information Commissioner (OAIC) has
a list of suggested support resources
to consider at|oaic.gov.au/privacy/|
|data-breaches/data-breach-support|
land-resources.|But you can also talk
to a licensed medical professional.

You'll often be notified if you've been
part of a data breach, but you might

also like to check for yourself or sign

up to alert services.

If the organisation that has been
breached must comply with the
Australian Privacy Act, it's obliged
to tell you if a data breach is likely
to cause you serious harm.

You might read about it in the
media, particularly if it's a large-scale
or high-profile breach.

Websites like Have | Been Pwned
(haveibeenpwned.|
[com)land
Firefox Monitor
[monitor.firefox
[com]|can reveal
if your email
address has
been compromised
in many known
data breaches.

The Australian
Cyber Security Centre
(ACSC) Alert Service
[cybergov.au/acsc/
is a free,
government-operated
subscription to receive
email notifications
about cyber security
alerts in Australia,
tagged with a status
of low, medium, high
or critical.

Some password
managers and security suite
software provide data breach

DATA BREACHES

alerts, which can include monitoring
the dark web to see if your information
is being traded illegally.

If you have any questions about
sensitive information that your
notification didn’t cover, contact the
organisation or institution directly.
Sensitive information might include
trade union memberships, criminal
record, sexual orientation or practices,
and some aspects of biometric
information, among other things.

There’s not a whole lot you can

do about the security practices

of companies and institutions. You
often also have limited control over
what data they keep about you. But
there are a few measures you can take.
SET UP 2FA OR MFA

Multi-factor authentication (MFA) —
also two-factor authentication (2FA)
and two-step verification (2SV) —
provides a strong defence against
some types of data breaches.

This is because you need more than
just your username and password
to log into an account — you
also need an additional factor,
which is most-often

an authentication

app on your phone

or a code received

via SMS, though
the former of those
two is safer. Not

all online accounts
support MFA, but many
larger companies and
institutions do.

But MFA doesn’t hide
your information — it only
helps to stop people
logging into a
protected account.
If a data breach
included documents,
financial details,
medical records or
personal information,
that’s outside of MFA's domain.
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User Name

And if your MFA-protected account
is caught in a data breach, you should
still change your login details as
soon as possible. This is especially
important if you use that password
or PIN for other accounts which might
not support MFA, so change those
too. You can read more about setting
up two-factor authentication at
[choice.com.au/2FA ]

BE CAREFUL WHAT YOU SHARE

A lot of information you share online
is optional, even if data tracking is
enabled by default. When signing up
to a new account, take note of which
details are required and which are
optional (e.g. date of birth, location,
photo of your face, etc.) and consider
whether the account requires your
real name.

Not all online accounts will
have the same security :
levels as a larger
company or institution.

If it's something you

plan on using only a

handful of times, you

can use a disposable/

temporary email address

using websites such as

Temp-Mail, 10 Minute Mail, and

Mail Proof, among others. If that
company is breached, they won't have
your email address.

BE SMART WITH PASSWORDS
Good password practices are crucial
for protecting yourself against data
breaches. Always create a strong
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password and different passwords
for every account. Password
managers can help with this.
TWEAK DATA TRACKING

Many apps and online accounts have
privacy settings you can adjust to limit
the amount of data a company
collects about you. Phone apps and
social media services are particularly
infamous for this, as are Google and
Microsoft devices. But have a think
about what services you use that
might be tracking your data and do a
web search for how to adjust their
privacy settings.

There’s simply no way to use online
services without incurring risk. Some
of that risk is up to you, but when it
comes to data breaches, much
o, of it’s out of your hands.
If you do get caught in
. abreach, remember to
act quickly and calmly.
Research the degree of
the breach and ask for
further details about
your stolen information
from the organisation or
institution. Consider the types
of data that have been stolen and plan
your response accordingly.
Remember you can still mitigate
some threats with good security
practices, online habits and by limiting
the information you share with online
accounts, be it publicly or privately.

Delete my
data... please?

After the recent Optus and
Medibank data hacks, Gail became
more conscious of her data and
which companies were holding it.

The Sydney resident decided
to contact Woolworths and ask
that her data from an Everyday
Rewards Card she hadn’'t used in
years was deleted and her account
closed. The company’s response
disappointed her.

Woolworths told her via email:
“Regrettably, we can’t delete
your Everyday Rewards account.
Instead, we'll continue to hold and
use certain information as required
or permitted by law.”

“| was pretty shocked,” she says.
“It got me thinking, you know, should
| shop there?”

The company did say they would
close her account and “de-identify”
her personal information, but Gail says
this response wasn't good enough.

“Really, | think we need some
better requlation and to improve
protections,” she says.

No right to erasure

Anna Johnston from Salinger Privacy
says unlike other jurisdictions such
as the European Union, Australian
consumers don’t have a right

to erasure of their data embedded

in law.

She said Australians do have
aright to ensure company data on
them is correct and that it’s only being
used in a way that is fit for purpose.
But, Johnston says, these protections
are vague in how they’re defined.

“We don't have an explicit right
to deletion, but in some situations
a customer may be able to argue that
the purpose of any data being held
has ended and it should be deleted,”
she says.

“Then we have the company
defining the purposes for which they
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are going to keep, and keep using, that
data. If they say they want to keep
using that for marketing, for example,
it becomes difficult,” she adds.
But according to Johnston,
any changes to a consumer’s right
to erasure that come out of the
government’s Privacy Act review are
unlikely to be a catch-all solution to
companies holding on to your data.
“We shouldn’'t need consumers
to then do the heavy lifting [of having
to ask companies to delete their datal.
The obligation should squarely be on
the organisations to not keep data
beyond a reasonable time period and
to not use it for purposes that the
customer doesn’t want,” she says.

Hoards of personal data
CHOICE senior campaigns and policy
adviser Rafi Alam says increasingly
the purchase price of goods at the
checkout isn’t just in dollars, but
in data.

“Whether it’s loyalty programs
at Woolies or buying Christmas gifts
online, consumers are forced to give

up personal data just to buy the
things they need. And under
Australian law, this is a lifetime cost,
with zero right to have this data
deleted by businesses even when
it’s no longer needed for their
purchase,” he says.

“Personal data is personal for
areason, and businesses shouldn’t
get to hold on to this information
when customers want it gone.”

He says Gail's example shows that
companies like Woolworths were
“desperate to cling to data” despite
the customer’s wishes.

“More and more it seems like
Australia’s biggest businesses are
becoming data brokers first, willing
to put their hoards of personal data
above their customers’ satisfaction.
And with many of these businesses
mediating our access to essential
services like groceries and
housing, customers
deserve more than to
have their rights
pushed aside
for profits.”

DATA BREACHES

Woolworths responds

In a response to our questions, a
Woolworths spokesperson says their
priority is “to do the right thing for our
customers, including when it comes
to data privacy”.

“When an Everyday Rewards
Member requests deletion of data,
Woolworths Group takes steps to
close their account, which involves the
removal of any personal information
on their Everyday Rewards account,
including their name, address, email,
contact number and date of birth.

“Once an Everyday Rewards
account has been closed, personal
information is no longer visible to our
customer teams. However, to manage
and demonstrate our compliance with
laws, we may be required to continue
to hold personal information.

“We are upfront with our
customers on this, if they
contact us regarding
the deletion of their
personal data,” the
spokesperson says.

Reform needed

Rafi Alam from
CHOICE says he
hopes reform of the
Privacy Act will give

Australian consumers the

same right to erasure that shoppers
in the European Union have had
for a number of years.

“Beyond this, the Privacy Act
needs to ensure all businesses
are treating their customers with

a duty of care — including ensuring
businesses only collect and keep
the data they need to give
consumers what they’re paying
for,” he says.
“We've seen the risk of holding
on to large amounts of personal data
in the recent Optus and Medibank
data breaches, and we're likely to see
even more egregious examples unless
the law is changed.” ®
JARNI BLAKKARLY
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Going incognito

You can protect your identity online by focusing on

anonymity rather than privacy, says Alex Angove-Plumb

eeping your personal
information and online
activity to yourselfis an
ambitious goal. Large tech
companies such as Google, Facebook
and Microsoft are invested in tracking
everything you do online — and
sometimes offline. Even some small
websites and apps will do their best
to make a profit from snooping on you.

S0, how far must you go to gain
a measure of privacy, and what
sacrifices will you have to make?

Even though it can be extremely
difficult to avoid being tracked,
you can still limit your exposure
by embracing a strategy of anonymity;,
rather than privacy.

We won't venture into the territory of
becoming a totally anonymous digital
wraith. That takes serious commitment,
skill, and specialised software, making
it far beyond the scope of one article.
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Privacy versus anonymity

Privacy refers to stopping people
from collecting data and tracking
your activities.

Anonymity is not so much about
avoiding being tracked, but rather
not letting anyone know it’s you
they’re tracking. You gain anonymity
by making it harder to link tracking
data back to your real identity.

But solid privacy practice is still
important because offering up less
data makes it harder for third parties
to piece the puzzle together.

Tips for staying

anonymous online

BEWARE THE WEAKEST LINK
Your email account is a major weak
link for a few reasons. Using the same
email address to sign up to multiple
services can allow companies to
realise it’s the same person behind

NEED TO KNOW

O Keeping your online
activities completely private

is very tricky; your best bet is
to limit sharing your real name
and personal information.

O If you value your online
privacy, avoid services that
collect a lot of personal data

such as Google, Facebook
and Microsoft.

various online accounts, especially if
they’re owned by the same company.

If you use Gmail as your email
provider, you might have signed
up to non-Google-owned services
by clicking that handy button to create
the account, rather than creating one
with its own login and password.

This links the two services and
allows some of your information and
activity to be traded in both directions.

Many email providers (largely
Google) can read and track every
email you get.

Plus, new accounts will send you
a confirmation email when you sign up
to them, letting a nosy email provider
know what accounts you've created
and when.
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If you want the simplicity of using
the same email address for every
online account, don't provide personal
details in your account profile or email
address. And use a privacy-centric,
encrypted email client that doesn't
gather info from your inbox such as
ProtonMail, Mailfence and Tutanota
among many others.

For services you don’t plan on using
much, you can create temporary email
addresses using websites such as
Temp-Mail (tempmail.em